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Background

Objective :
• One of the Methods to build e-Trust
• Guarantee the desired properties

Formal Methods :
• Precise• Precise
• Allowing proof

The OTS/CafeOBJ Method:
• OTS (observational transition system), a kind of transition system
• CafeOBJ, an algebraic specification language
• OTS/CafeOBJ, public governance system is modeled as OTSs,  

and OTS is specified in terms of equations using cafeOBJ



Informal Definition of Transparency

� In natural science, transparency is used for describing materials’ property
of condition for transmitting light to the outside or vice versa. Even in
public administration domain, many different nature language definitions
have been given by different researchers.

� Finel (Finel 1999) defined transparency as: legal, political, and
institutional structures that make information about the internalinstitutional structures that make information about the internal
characteristics of a government and society available to actors both inside
and outside of the domestic political system.

� Vishwanath (Vishwanath 1999) identify the attributes of transparency
such as access, comprehensiveness, relevance, quality andreliability.

� In Finkelstein’s work (Finkelstein 2000), they use transparency to describe
those policies that are easily understood, where information about the
policy is available, where accountability is clear, and where citizens know
what role they play in the implementation of the policy.



Informal Definition of Transparency

We refine our understanding about transparency from existing researches. From the
literature we studied till now, we define the transparency as:

a. Information which is published by public government is understandable;

b. Information about the policy is available;

c. Information integrity;

d. Accountability is clear;

e. Decision making involved every interest parties.



The Public Administration Domain :
Entities, Functions, Events, Behaviors
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Figure 1. A simplified control flow of the administrative processing on a welfare case.



OTS General Introduction

� Assume that there exists a universal state space called ¡ , An OTS S 
consists of <O, I, T >: 

� O : A set of observers. Each o Î O is a function o : ¡ �  D, 
where D is a data type. Given an OTS S and two states v1, v2 Î
¡ , the equivalence between two states, denoted by v =s v , ¡ , the equivalence between two states, denoted by v1 =s v2, 
with respect to Sis defined as 

� I : The set of initial states such that I Í ¡ .

� T : A set of conditional transition rules. Each tÎ T is a 
function t: ¡ /=s �  ¡ /=son equivalence classes of ¡ with 
respect to = s. t(v) is called the successor state of v with respect 
to t. The condition ct , for a transition rule tÎ T is called the 
effective condition.

).()(. 2 1 vovoOo =Î"



Formal Specification of the Domain
� Basic building blocks of CafeOBJ specifications are modules.
� ACTOR after “mod!” is the module name, 
� [ACTOR] is the sort name, representing a set of elements of the sort (or type)
� ASTATUS, ATYPE and ANAME are modules describing states of actors, 

which are imported (by using “pr”) into current module.
� The projection operators “aname”, “astatus” and “atype” 

An Excerpt of the CafeOBJ Code from PG Specification:
mod! ACTOR {

pr(ASTATUS + ATYPE + ANAME)
[Actor]
op mk-actor : Aname Astatus Atype -> Actor
op aname    : Actor -> Aname
op astatus  : Actor -> Astatus
op atype    : Actor -> Atype
.......

}

� The projection operators “aname”, “astatus” and “atype” 
return the actor’s name, state and type

� Other entities such as “Document” are defined in the same way.



Observers

bop citi        : System Aname Dname  -> Actor

bop lawmaker       : System Aname Dname  -> Actor

bop lawenforcer    : System Aname Dname  -> Actor

bop lawinterpreter : System Aname Dname  -> Actor

bop doc     : System Dname -> Doc



Transitions

bop apply   : System Aname Dname Opset        -> Sy stem
bop evaluate  : System Aname Dname Opset          - > System
bop confirm : System Aname Dname Opset           ->  System
bop notify  : System Aname Dname Opset       -> Sys tem
bop read    : System Aname Dname Opset         -> S ystem
bop appealC   : System Aname Dname Dname Opset           -> System
bop survey   : System Aname Dname Dname Opset           -> System
bop debateC  : System Aname Dname Dname Opset        -> System
bop decide  : System Aname Dname Dname Opset       - > Systembop decide  : System Aname Dname Dname Opset       - > System
bop inform   : System Aname Dname Dname Opset        -> System
bop record    : System Aname Dname Dname Opset         -> System
bop appealL : System Aname Dname Dname Dname Opset  -> System
bop debateL   : System Aname Dname Dname Dname Opse t  -> System
bop examine : System Aname Dname Dname Dname Opset -> System
bop poll   : System Aname Dname Dname Dname Opset - > System
bop enact     : System Aname Dname Dname Dname Opse t -> System
bop understand : System Aname Dname Dname Dname Opse t -> System



Initial states
eq citi(init, A1, D1)  =    

mk-actor(A1, idling, citizen, add(read(D1, A1, rand omA), 
empty), empty) .

eq lawmaker(init, A1, D1)  = 
mk-actor(A1, idling, lm, add(read(D1, A1, randomA),  empty), 
empty) .

eq lawenforcer(init, A1, D1)  = 
mk-actor(A1, idling, le, add(read(D1, A1, randomA),  empty), 
empty) .

eq lawinterpreter(init, A1, D1)  =
mk-actor(A1, idling, li, add(read(D1, A1, randomA),  empty), 
empty) .

eq doc(init, D1)             = 
mk-doc(D1, randomDT, exiting, superior, general, om itted, 
basiclaw, published , randomQ) .



Transition – apply
-- apply

op c-apply : System Aname Dname Opset -> Bool
eq c-apply(S, A1, D1, OS) 

= atype(citi(S, A1, D1)) = citizen and haslaw(drefe r(doc(S, D1))) .

-- change of actors and documents
ceq citi(apply(S, A1, D1, OS), A2, D2)  

= mk-actor(A2,
(if ((A1 = A2) and (D1 = D2)) then handling 

else astatus(citi(S, A2, D2 )) fi),
(if ((A1 = A2) and (D1 = D2)) then citizen 

else atype(citi(S, A2, D2)) fi),else atype(citi(S, A2, D2)) fi),
(if ((A1 = A2) and (D1 = D2)) then add(obauth(OS), empty) 

else aright(citi(S, A2, D2)) fi),  
aoblit(citi(S, A2, D2)))  if c-apply(S, A1, D1, OS)  .

ceq lawenforcer(apply(S, A1, D1, OS), A2, D2) 
= mk-actor(A2, 
(if ( not (A1 = A2) and (D1 = D2)) then handling 

else astatus(lawenforcer(S, A2, D2 )) fi),
(if ( not (A1 = A2) and (D1 = D2)) then le 

else atype(lawenforcer(S, A2, D2)) fi),
aright(citi(S, A2, D2)),

(if ( not (A1 = A2) and (D1 = D2)) 
then add(obauth(OS), aoblit(citi(S, A2, D2)))
else aoblit(citi(S, A2, D2)) fi)) 

if c-apply(S, A1, D1, OS) .



Transition – apply (Cont.)

ceq lawmaker(apply(S, A1, D1, OS), A2, D2) 
= lawmaker(S, A2, D2) if c-apply(S, A1, D1, OS) .

ceq lawinterpreter(apply(S, A1, D1, OS), A2, D2) 
= lawinterpreter(S, A2, D2)              if c-apply (S, A1, D1, OS) .

ceq doc(apply(S, A1, D1, OS), D2) 
= mk-doc(D2, (if (D1 = D2) then pdoc else dtype(doc (S, D2)) fi),

(if (D1 = D2) then operating else dstatus(doc(S, D2 )) fi),
(if (D1 = D2) then A1 else dcreator(doc(S, D2)) fi) ,(if (D1 = D2) then A1 else dcreator(doc(S, D2)) fi) ,
(if (D1 = D2) then dinfo(doc(S, D2)) @ obinfo(OS) 

else dinfo(doc(S, D2)) fi), 
(if (D1 = D2) 

then add(< A1, create(D1, A1, I1) > , dtrace(doc(S,  D2)))
else dtrace(doc(S, D2)) fi), 

(if (D1 = D2) then DS Udoc drefer(doc(S, D2)) 
else drefer(doc(S, D2)) fi),

(if (D1 = D2) then filled else dlabel(doc(S, D2)) f i),               
(if (D1 = D2) then undecided else dquality(doc(S, D 2)) fi) ) 

if c-apply(S, A1, D1, OS) .

ceq apply(S, A1, D1, OS) = S if not c-apply(S, A1, D1, OS) .



Transparency (1)

� Policy, decision and information about them is 
available.

eq inv100(S, A, D, L) 
=  dytpe(doc(S, L)) = ldoc and (D indoc 

drefer(doc(S, L)) and dlabel(doc(S, L)) = published drefer(doc(S, L)) and dlabel(doc(S, L)) = published 
implies      read(D, A) in aright(citi(S, A, D))) .

eq inv110(S, A, D, Dec) 
= dtype(doc(S, Dec)) = ddoc and ( D indoc 

drefer(doc(S, Dec)) and dlabel(doc(S, Dec)) = informed 
and read(Dec, A) in aright(citi(S, A, Dec))

implies    read(D, A) in aright(citi(S, A, D))) .



Transparency (2)

� Information integrity
(The information does not change or conceal by passing document to citizen)      

eq inv200(S, A, D) eq inv200(S, A, D) 
= (read(D, A) in aright(citi(S, A, D)) 

implies
dinfo(doc(S, D)) = extract(A, dtrace(doc(S, 

D)))).



Transparency (3)

� Information published by public government is 
understandable

eq inv300(S, D) 
= ((dtype(doc(S, D)) = ldoc 

and dlabel(doc(S, D)) = published)
implies 
dquality(doc(S, D)) = good  ).



License Language

What is a License Language?

A license is a, possibly electronic, document
which is issued by a licensor to a licensee and
which permits or obligates the licensee to perform certain actions
on licensed products (here, for the public domain, refer to public 
administration documents)administration documents)

A license language therefore defines
the syntax,
the semantics,
and the pragmatics of licenses

Especially it defines which actions are possible.
We will now detail a concept of an Public Administration License Language.



The Public Administration License Language

L == Grant | Extend | Restrict | Withdraw
Grant :: = Ln An grants An Ops
Extend :: = An extends An Ln Ops
Restrict :: = An restricts An Ln Ops
Withdraw :: = An withdraws An Ln

Op == Create | Edit | Read | Copy | Share | Revoke | Calculate | Shred |License
Create :: = create D based on D
Read :: = read DRead :: = read D
Edit :: = edit Did into D
Copy :: = copy D into D
Share :: = shred Dn Ans
Revoke :: = revoke Dn Ans
Calculate :: = calculate Cfns D yielding D
Shred :: = shred Dn
License :: = MandatedD | MandatedL
MandatedD :: = do Ops
MandatedL :: = lic ops into Ans
Ans :: = An | An Ans
Cfns :: = Cfn | Cfn Cfns



Example of Public Administration Licenses 
We show an example of an Public Administration License:

The Public Administration License Language
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The Public Administration License Language

� An example:
evaluate-License
L :: = evaluate-License LAgrantsCA 

readAD  
editAD
lic readAD
editAD into CA

� Describe by CafeOBJ:

• License name (Lname): the name of the license. 
• License type (Ltype): there are four kinds of license (grants, extends, restricts, withdraws)
• Licensor (Aname): the actor name of licensor.
• Licensee (Aname): the actor name of licensee.
• Operation set (Opset): a set of operations that the actor is permitted or obligated to deal with a

certain document.

Given a license mk-license (N:Lname, T:Ltype, LOR:Aname, LEE:Aname, AP:Opset),
projection operators lname, ltype, lor , leeand opsetare also defined to obtain each of its components.



CafeOBJ Model of PA with License Language
-- observer

bop citi     : Sys Aname -> Actor
bop lawmaker : Sys Aname -> Actor
bop lawenfor : Sys Aname -> Actor
bop lawinter : Sys Aname -> Actor
bop doc      : Sys Dname -> Doc
bop lic   : Sys Lname Aname Dname -> License

-- action
bop exec : Sys Aname Dname Lname Op -> Sys
bop auth : Sys Aname Aname Lname License -> Sys

-- execute
ceq citi(execute(S,A,D,L,O)),A')

= mk - actor(A, if (A = A') then handling else astatus(cit i(S,A')) fi,= mk - actor(A, if (A = A') then handling else astatus(cit i(S,A')) fi,
citizen,aright(citi(S,A'), aoblit(citi(S,A'))))            if c-execute(S,A,D,L,O) .

ceq lawmaker(execute(S,A,D,L,O)),A')
= mk-actor(A, if (A = A') then handling else astatu s(citi(S,A')) fi,

lm, aright(lawmaker(S,A'), aoblit(lawmaker(S,A'))))         if c-execute(S,A,D,L,O) .
ceq lawenfor(execute(S,A,D,L,O)),A')

= mk-actor(A, if (A = A') then handling else astatu s(citi(S,A')) fi,
le, aright(lawenfor(S,A'), aoblit(lawenfor(S,A'))))         if c-execute(S,A,D,L,O) .

ceq lawinter(execute(S,A,D,L,O)),A')
= mk-actor(A, if (A = A') then handling else astatu s(citi(S,A')) fi,

li, aright(citi(S,A'), aoblit(lawinter(S,A'))))            if c-execute(S,A,D,L,O) .
ceq doc(execute(S,A,D,L,O)),D')

= mk-doc(D', dtype(doc(S,D')),
(if (D = D') then operating else dstatus(doc(S, D2) ) fi),  dcreator(doc(S, D')),
(if (D = D') then I else dinfo(doc(S, D')) fi),
(if (D = D') then add(< A', O>, dtrace(doc(S, D2)))  else dtrace(doc(S, D')) fi), doc(S, D'),
(if (D = D') then( if (atype(A) = citizen) then fil led else ( if atype(A) = lm then examined

else (if atype(A) = le then evaluated else debated fi) fi) fi )
else dlabel(doc(S, D')) fi))                     if  c-execute(S,A,D,L,O) .

ceq lic(execute(S,A,D,L,O),L',A',D') = lic(S,L,A,D)                        if c-execute(S,A,D,L,O) .
ceq execute(S,A,D,L,O) = S                                            if not c-execute(S,A,D,L,O) .



License Behaviors in Welfare 
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Conclusion

“Good Governance” (eg. Transparency in government) is a popular concept now. To 
give a formal license language In Public Administration domain should act on it. 
The work we have done so far is still an ongoing work, several further issues 
should be considered :

� More precise and detailed model of PA Domain� More precise and detailed model of PA Domain

� Refining the definition of desired properties in PA Domain

� Interpreter for License Language

Our project DRCP (http://www.ldl.jaist.ac.jp/drcp/) is trying to introduce digital right 
management idea into PA domain for e-Government project. 
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Any Question or CommentAny Question or Comment
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