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Why Is it Important?

e Take the recent tsunami catastrophe in South
East Asia

— The information on the gigantic earthquake off the
Indonesian coast and its precise geographic location
was immediately available

— The probable consequences were also immediately
understood, for example, by the US Pacific Tsunami
Warning Center at Ewa Beach, HI

— Scientists at the center did not know whom to warn,
not even phone numbers were available
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What are the challenges?

e Separate jurisdictions/separate lines of
command

 Information hoarding/political obstacles

 Legal (constitutional, statutory, and
regulatory) obstacles

* Incompatible technology platforms and
data formats

e Stakeholder issues
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Information sharing and collaboration
In the literature

e (Dawes, 1996) Principles of sharing still little
developed

—Information stewardship: focus on accuracy, integrity,
and preservation

—Information use: collective use/corporate asset

e (Faerman et al, 2001) Organizational readiness
for collaboration and sharing found to be
dependent on

—Initial organizational disposition
—Social and political organization
—Purpose, issues, and values
—Leadership capacity and style
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Stakeholders

and System Interoperability

(Mitchell et al, 1997) Stakeholders can be
distinguished as salient and non salient,
which makes their management feasible

—Power
—Legitimacy
—Urgency
*(Roth, 2002) XML Webservices as potential
standard for system interoperation
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Stakeholder model
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Washington State’s Judicial
Information Network (JIN)

e Statewide system to integrate local and state
data

— Standardization of data formats and communication
technology (for example, summary offender profile
(SOP))

— Elimination of redundant data entry

— Reduction of paper-based information exchanges

— Improving information and workflows

— Aimed at timely, accurate, and complete information
— Maintaining security and privacy
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Issues and Obstacles

* Heterogeneity of infrastructures,
Information sources, resources, and skills

— Haves and have-nots
 Locality and governance

— Ownership remaining with originating agency
e Ongoing collaboration not coercible

e Initial pre-disposition for collaboration
various across participants
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Issues and Obstacles ¢t

 Leadership support and involvement
 Incentives for collaboration
 High number of players

e Salient stakeholders and their needs
unclear
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On the Upside

* The technical integration is working
—Several proofs of concept successfully given

* The project is still alive and funded
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Identify Need for
Information Sharing /
Establish the Levaystem Interoperability [dentify and Involve
of Acceptance and Salient Stakeholders’
Satisfaction Leadership -- Jointly

Create Project Vision
Incrementally

Deploy and Use Identify

System Components . Salient Stakeholders’
Information  SEREvne

Evaluate the Potential Benefits

Technical Robustness S h arl n g & Costs

and Soundness -

Modify Technical Identify and Monitor Analyze and Evaluate
Implementation Salient Stakeholders’ Organizational and
As Requested Incentives for Social Impacts

Ongoing Collaboration
Identify Salient

Evaluate the P rOJ e Ct Stakeholders’

Organizational and Likely Stances
Social Acceptability -

Modify Implementation Fram eWOrk

As Requested Identify Salient
Stakeholders’ Pre-disposition

for Collaboration
Identify and
Analyze and Facilitate Critical
Evaluate Technical Success Processes
Architecture
Alternatives

Field Experiment
With Prototype
Components

© H.J. Scholl, 2005
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Dimension of Integration and
Interoperation. Terms and Definitions

e Integration

— E-Government Integration is the forming of a larger unit of
government entities, temporary or permanent, for the purpose of

merging processes and/or sharing information.

* Interoperation
— Interoperation in E-Government occurs whenever independent
or heterogeneous information systems or their components
controlled by different jurisdictions/administrations or by external
partners smoothly and effectively work together in a predefined

and agreed upon fashion.

* Interoperability
— E-Government interoperability is the technical capability for e-
Government interoperation.

 Information Sharing



Constraints to Integration and
Interoperation

« Constitutional/legal
e Jurisdictional

e Collaborative

e Organizational

e Informational
 Managerial

e Cost
 Performance






Formats of Collaboration

 An e-Government federation is formed when independent
government entities engage in a formal contractual
agreement over tightly merging processes and/or over
methods and formats of sharing information of guaranteed
highest quality.

* An e-Government project group or co-op is formed when
iIndependent government entities either engage in a one-
time formal contractual agreement for a specific, non-
recurring project, or, if they co-operate in exchanging
Information in a specmed fashion without assuring each
other of a high quality of information.

 An e-Government interest group or loose affiliation is formed
when independent government entities agree to grant each
other access to select information without assuring a certain
guality of information.
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Developments

From (]

» Stove piped applications
* Integration

» Tightly coupled

e Build many times

* Designed to last

> To

Services

Assembly

Loosely coupled
Build once, reuse
Designed for change

Reuse of complete business
processes

Flexibility?
Lower cost?
Easier maintenance?



Example service-oriented
architecture



What is a SOA?

 Describes the interactions among elements

2. search
1. registration
3. response
4., request R
) 5. response

 Why should we search multiple times?




client

HTTP (HyperText Transfer

SOAPrequestURL, e.g.

Protocol)

http://www.webservices.nl/index.htm

>

response SOAP

<

Method call

web
server

Result method call

Modular
componer

<

* Portis often not checked by firewalls

o Supported by heterogeneous hardware, operating
systems and applications

e Simple
* NoO service levels




Web service technology

Often

HTTP-based (Response-request)
XML-messages (text)

SOAP envelope (standards)

Decouple and wrapping of functionality
Wide vendor support

XML/SOAP = web service

The aim of automatic discovery and integration
INn business process is not feasible yet



UDDI/WSIL

UDDI: Universal Description, Discovery and
Integration of web services

White, yellow, green pages

UDDI is not a database, but a large text file
having long searching times

Open registry s actuality of information is
limited, contains many mistakes, and nobody
wants to transact with an unknown party

WSIL: Web Services Inspection Language

Requesting the description of web-services of a
company directly



WSDL

WSDL: Web Services Description Language

Describes the interface of a services to request and receive
SOAP messages

Similar to IDL in CORBA
Often automatically created, used by client and server

High-level description of the services, independent of
possible implementations

Implementation description of the message interactions,
data formats and protocol needed for exchanging
Information

Does not solve

— Standardization problem: similar services are described differently,
non-matching data formats

— Semantic problems



WSDL elements

Definitions: Root element of a WSDL document. Defines
the name of the document and the namespaces used in the
document

Types: Defines the XML Schema data types that the
services uses

Message: Defines the content of a message that the
service supports

portType: Defines an operation as a sequence of messages

Binding: Defines a protocol and data format for each
operation in a portType (e.g. SOPA of HTTP GET/POST)

Service: Defines a specific endpoint (such as a network
address) for each binding



SOAP

SOAP: Simple Object Access Protocol
Platform-independent protocol

Soap messages provide envelope in order to
exchange structured data

— Header: meta-information to process its contents
— Body: data

SOAP header can deal with interactions, e.g.

when a failure occurs, a message can
transmitted again

SOAP envelope is often carried in content of
a HT TP post



Services and processes

Orchestartion process

Recieve
Input
Customer -
request
request E z -
Check Input E InputCheck
synchronous response Web Service
all fields filled in?
=
n y a
response
Ask user to
fill in all fields
o Response: Publish Ask Advice
“need for additional Applicatio
information

Advice Police

Web Service
receive asynchronous
complaints

; response
Police P

|PSM

Evaluate
Advice and
reactions on
Publication

_Response: Permit
-t -
granted or rejected

IPSm



Developments in web serivces



Extended Service Oriented
Architecture



Semantic Web Services

Users specify what they want from a service, rather than the details of how to
ask for it

Avoid hard-coded knowledge of the syntax for interacting with particular
providers, semantics should be an independent layer mediating (or on top)

Semantic Web Technology
— allow machine supported data interpretation
— ontologies as data model

Web Service Technology
e automated discovery, selection, composition,
« and web-based execution of services

Define exhaustive description frameworks for describing Web Services and
related aspects (Web Service Description Ontologies)

Support ontologies as underlying data model to allow machine supported
Web data interpretation (Semantic Web aspect)

Define semantically driven technologies for automation of the Web Service

usage process (Web Service aspect)



The 1deal of SOA

Service portfolio

o® &

Q Business process




What Is web service
orchestration?

 The control and data flow between web services to
achieve a business process

* Defines an "executable process" or the rules for a
business process flow defined in an XML document
which can be given to a business process engine to
"orchestrate" the process, from the viewpoint of one
participant

e Languages: XLANG, WSFL, BPML, WSCI
(choreography),BPSS, ebXML, BPEL4AWS
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Process orchestrator roles

Initiating and enabling role
Developing role

Standardization role

Composition role

Faclilitating role

Control and progress monitoring role
Service and product aggregating role

. Accountability role

Process improvement role



Business
Process
Services

Composite
Application
Services

Application
Services

Sales to O“?'er to Gl Forecast to Hire to Intake to
delivery contacF to o] capacity it reporting
order and cash resolution
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Integration
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EGov. Integration & Interoperation:
Potential Obstacles

What's the Problem? Why Does it Matter?

— Many constituents with diverging and potentially unalignable
Interests

— Many jurisdictions on multiple levels of government

— Many diverse needs of information sharing

— Many diverse EGIS

— Issues regarding long-term maintainability

— Few exemplars and few cases studied

— What is the common ground?



The Vision of eGov. Integration &
Interoperation?

Integration: forming of a (temporary or permanent) larger unit of
government entities for the purpose of merging processes and/or
sharing information

Interoperation: information systems controlled by different
jurisdictions/administrations or by external partners smoothly and
effectively work together in a predefined and agreed upon fashion

Making Information Quality (IQ) explicit and negotiable

Focus on acknowledging potential disagreements & on viable options
for consensus



(1)

(2)

(3)

(4)

(5)

Research Questions

Who are the organizational and individual actors in e-
Government integration, interoperation, and information
sharing?

What drives organizational and individual actors towards
different and shared views on information sharing
and 1Q?

What are the dimensions of IQ and how do they relate to
the agenda of the key players?

Which targeted level of IQ requires which
level of institutional integration and interoperati on?

What tools could be used?



Proposed Toolset

Tool #1 Tool #2 Tool #3 Tool #4
Stakeholde | Key Players | Analyzing the | Mapping Key
r Salience Perspectives | Information Players and
Analysis and Stance Quality Needs | 1Q Needs for

Analysis ldentifying the
Common
Grounds for
Infor~ “on

Shar




Tool #1: Stakeholder Salience Analysis



00

#2: Key Players’ Pers

nectives & Stances

Problem perception

Hoping for / vision of

Citizens,

businesses
(user/proble
m owners )

How to relate with administration (where, when, with
whom ...)?

How to find appropriate/accurate information in due
time?

Fragmented performance of administrations (actors
involved, media, process steps)

Integrated services

Customer-centric approach

Blending of personal human service and
automated technical support

Administratio
n (provider/

Not knowing who has what kind of information
Limited access to existing information
Inability to (automatically) interpret and process

Integration of information (sources) and
processes
Accepted concept for information

process shared information ownership in the area of e-Government
owners) — lack of administrative readiness and interoperation | —  Leadership and/or accepted standards in
performance according to particular positions and achieving interoperability and integration
related views
—  Lack of reliable interoperability framework
IT - Disintegrated data sources - Provision of and adherence to standards
developers - incompatible formats & interfaces - Agreement on technical, semantic and
p ! - variety of standards organizational issues of data formats,
process - lack of semantic interoperability & process interfaces, and process control

designers

ownership




Tool #3: Information Quality Analysis

Dimension of I1Q
to be addressed

accuracy

comprehensiveness

currency

(cognitive) authority

a1 wWIN]|EF

assurance / reliability

relevance, precision,
and recall

timeliness

perceived value

e Addressed In
Information Science
etc.

But
value/usefulness
(etc.) of Information
can be defined only
relative to Its actual
user



ool #4: Mapping Players and 1Q Needs

E-Gov. Information Sharing Project Steps

Key Players who
should be Involved

Dimension of I1Q
to be addressed

1 Identify General Information Sharing Need/Purpose User, provider 1-5,7,8,

2 Identify and Involve Salient Constituents; Jointly Create User, provider 2,4,5
Project Vision

3 Identify Salient Constituents Specific Needs/ Wants; User, provider 1-4,6
Identify Potential Benefits and Costs

4 | Analyze and Evaluate Likely Organizational and Social User, provider 4,5
Impacts

5 Identify Salient Constituents’ Likely Stances User, provider 6

6 Discern Constituents’ Predisposition for Collaboration User, provider 5

7 Identify and Facilitate Critical Success Processes User, provider 6,7

8 Analyze and Evaluate Technical Architecture Alternatives | Developer 6,7

9 Pilot with Prototype Components User, provider, developer | 1-7

10 | Evaluate Organizational and Social Acceptability; Modify User, provider 5,8
as Necessary

11 | Evaluate Technical Robustness/ Soundness-Modify as Provider, developer 6,7
Necessary

12 | Incrementally Deploy and Use System Components User, provider, developer | 1-8

13 | Establish the Level of Acceptance and Satisfaction with User, provider 8,5

Constituents




The Toolset In Summary

Dimension of I1Q
to be addressed

accuracy

comprehensiveness

currency

(cognitive) authority

ga (AW |IDN]|PF

assurance / reliability

relevance, precision,
and recall

timeliness

perceived value

=

N Key Players

who should
be involved?

1L

> Level of
integration &

interoperation




Summary

Information Quality (1Q)
is at the core of e-Government interoperation & integration

IS a suitable concept for entering into the necessary discourse
between key players

may serve as a common ground in cross-agency information-sharing
and interoperation projects

E-Gov Research on IQ and Interoperation

may contribute to key players’ practical skills & capacity for coping with
the complexity of the tasks at hand

can facilitate the integration development through specifically targeted
investigation

A Practical & Testable Toolset

compare and measure effectiveness of toolset in cases when used
and when NOT used



Information Quality

e IT-related
 Organization-related



|IQ and Organizational
Arrangement



Emergent 1Q



Emergent 1Q ()
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Why enterprise architecture?



Architecture definitions (1)

information architecture interrelates data, hardware, software, and
communication resources, as well as the supporting organization
required to maintain the overall physical structure (Richardson et
al., 1990)

the fundamental organization of a system embodied in its
components, their relationships to each other and to the
environment and the principles guiding its design and evolution
(IEEE, 2000)

A strategic information asset base, which defines the mission, the
information and technologies necessary to perform the mission, and
the transitional processes for implementing new technologies in
response to changing architecture, target architecture and a
sequencing plan (Chief Information Officer Council, 2001)

Enterprise architecture should be the guiding architecture for the
design and development of information systems in a ‘complex’
organization that is embarking on the design of its Enterprise
Architecture



Architecture definitions (2)

Enterprise architecture is the organizing logic for applications, data,
and infrastructure technologies, as captured in a set of policies and
technical choices that form unifying principles and practices across
projects and lines of business in the enterprise (Ross, 2003)

Enterprise Architecture is about understanding all of the different
elements that go to make up the enterprise and how those elements
inter-relate (Schekkerman, 2004)

Conceptually, architecture is the normative restriction of design
freedom in system development (Dietz, 2005)

Creating an overview of relationships among systems at all levels
and a shared understanding and vision (Janssen & Cresswell, 2005)

Architecture as systems of systems (Kaisler et al., 2005)

There is no uniform definition (Ross, 2003) or consensus on views
and challenges



Interoperabllity layers




Balancing act and position*

Institutional
environment

Actors and
process management

Technology

innovations

*Janssen, M. & Hjort-Madsen, K. (2007). Analyzing Enterprise Architecture in National
Governments: The cases of Denmark and the Netherlands. (HICSS-40), Waikoloa, Big Island,
Hawaii, 3-6 January, 2007.



Architecture Frameworks & Tools

. Zachman/IBM Architecture description standard (also tool)
. IEEE

. TOGAF, open group

. GERAM (Generic Enterprise Reference Architecture)

. C4ISR (Command, Control, Communication, Computers,
Intelligence, Surveillance and Reconnaissance Architecture
framework

. Archimate

. MDA-OMG (Model-driven architecture Open Management
Group)

. Sources:
— http://www.enterprise-architecture.info/EA _Links.htm
— https://doc.freeband.nl/dscgi/ds.py/View/Collection-4766
— Google, books Schekkerman (overview) or dedicated



Zachman’s framework

e Ancient concept as planned approach to
building

 Integration and coordination across
enterprise

— Rows define stakeholders’ views

— The columns define various abstractions of
the system

 Developments

— Alignment with end-users and strategy
— Systems are more than information systems






IEEE14/71

System: A collection of components organized to
accomplish a specific function or set of functions

Architecture: The fundamental organization of a
system embodied in its components, their
relationships to each other, and to the environment,
and the principles guiding its design and evolution

Architectural description (AD): A collection of products
to document an architecture

View: A representation of a whole system from the
perspective of a related set of concerns



IEEE1471



Extended Enterprise Architecture Framework
(Schekkerman)



Views on architecture Tapscott*




C4ISR framework

" The
Chwerafiona Tew
* describes and
¥ Inferrelates the
ogmtmml_ eletnents,
- tasks and actrvites, and

,f".. 1nformaton flows eouired to
# accorplish rission operations.

=i destrioes and
‘assoclates systerns and
their interconnectons and
performance o the opermbonal

wiew and its requirernens.

Tte

Technical Piew

drarnhieg the rivimal set nf
Tules gorverning the ernent,
1nteraction, and interdependence of
amtrtn parts nr elrmenta
THCLASSIFIED

*http://www.opengroup.org/architecture/togaf7-doc/a rch/p4/others/others.htm#C4ISR



Treasury Enterprise Architecture
Framework (TEAF)

How, Where, and When / \\\
: NN

unction

VW hat, How Much, and
How Frequently

Who and Wh?/ Organizational \

Enabler



Archimate*

*https://doc.freeband.nl/dscgi/ds.py/View/Collectio n-4766



Model-driven architecture (OMG-
MDA)



Model-driven architecture (2)



TOGAF technical reference
model



Architectural guidelines,
principles and standards

e Guidelines
— Supporting design, e.g use of open source
— Often cannot completely followed and need a trade-
offs, e.g. access vs. security
* Principles or rules:
— All have to follow, e.g. front office focus on customer
friendly, back office focus on efficiency
o Standards
— Technology standards, e.g. HTTP, XML

— Data standards, e.g. Name before address, address
contains street, no. and zipcode

— Application standards, e.g. Oracle for databases



Architecture Metaphors

Historian
— No greenfield, negotiated artifact
— Product of political, economical, strategic, technology circumstances
— Is there a role for architects?

Library
— A collection of documents, principles and standards
— Can you find what you need?

Blueprint
— All kinds of models making up the total system
— Integration of models
— Are you able to use them?

Policy-maker
— Drawing strategy, principles and understandable pictures
— Are they feasible and do they relate to reality?

Institutional
— Regulative: Coercive rules, laws and/or sanctions
— Normative: Morally governed certification and/or accreditation
— Cultural-Cognitive: Mimic shared logics of action and common beliefs
— Can we create them within the desired time-frame?



Main research directions
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Interoperabllity & research




Research directions

* Foci and purposes
 The limitations and constraints

* Process and outcomes of integration and
Interoperation









Questions?

m.f.w.h.a.Janssen@tudelft.nl
Ischoll@u.washington.edu




